Due to a wide range of applications, wireless sensor networks (WSNs) have recently attracted a lot of interest to the researchers. Limited computational capacity and power usage are two major challenges to ensure security in WSNs. Recently, more secure communication or data aggregation techniques have discovered. So, familiarity with the current research in WSN security will benefit researchers greatly. In this paper, security related issues and challenges in WSNs are investigated. We identify the security threats and review proposed security mechanisms for WSNs. Moreover, we provide a brief discussion on the future research direction in WSN security.
Introduction
WSNs are quickly gaining popularity due to the fact that they provide potentially low cost solutions to a variety of real world challenges [1] . Unfortunately, conventional security approaches with high overhead are not feasible for resource constrained sensor nodes. Economically feasible sensor nodes provide a means to deploy large sensor arrays in a variety of conditions capable of performing both military and civilian tasks. Lack of data storage and power are two major obstacles to the implementation of traditional computer security techniques in a WSN [2] . The main challenges in sensor network security are as follows:
• The trade-off between resource consumption minimization and security maximization. • The capabilities and constraints of sensor node hardware will influence the type of security mechanisms that can be hosted on a sensor node platform. • Link attacks on WSNs, ranging from passive eavesdropping to active interfering causes due to the ad-hoc networking topology. • Traditional wired-based security schemes may become impractical because of the wireless communication characteristics of WSN.
Overview of Security Constraints in WSN
A WSN is a special network which has many constraints compared to a traditional computer network. Therefore, to develop useful security mechanisms while borrowing the ideas from the current security techniques, it is necessary to know and understand these constraints first [2] .
• Memory and power limitations: A sensor is a tiny device with only a small amount of memory and storage space for the code. It is necessary to limit the code size of the security algorithm to build an effective security mechanism,. Energy is the biggest constraint to wireless sensor capabilities. We assume that once sensor nodes are deployed in a sensor network, they cannot be easily replaced or recharged because of high operating cost. • Unreliable Communication: It is one of the major threats to sensor security. The security of the network relies heavily on a defined protocol, which in turn depends on communication. The major parameters are unreliable transfer, latency and conflicts. • Security Requirements: The security requirements [9, 10] of a wireless sensor network can be classified as follows:
• Authentication: In any decision making process, the receiving nodes need to ensure that the data originates from the reliable source. Similarly, authentication is necessary during an exchange of control information in the network. Data authenticity is an assurance of the identities of communicating nodes. • Integrity: Data in transit can be changed by the adversaries. Data loss or damage can even occur without the presence of a malicious node due to the harsh communication environment. Data integrity ensures that the information is not changed in transit, either due to malicious intent or by accident. Use of message integrity code is a standard approach for ensuring data integrity. • Data confidentiality: Applications like surveillance of information, industrial secrets and key distribution need to rely on confidentiality. The standard approach for keeping confidentiality is through the use of encryption. The major problem is that radio spectrum is an open resource and can be used by anyone equipped with proper radio transceivers. An attacker can eavesdrop on the packets transmitted in the air as long as he is able to keep track of the radio channels used in the communication. The attacker can also discover the secrets in a node without capturing it, which can be done by analyzing the secret data collected from other compromised nodes and/or packet protocol data units (PDUs). Under the attacker's control, the new compromised node can be used to launch more malicious attacks.
• Data freshness: Data freshness suggests that the data is recent, and it ensures that no old messages have been replayed. This requirement is especially important when the WSN nodes use shared keys for message communication, where a potential adversary can launch a replay attack using the old key as the new key is being refreshed and propagated to all the nodes in the WSN. The out-dated information contained in the packet can cause many problems to the applications deployed in the network. An example is the wormhole attack in WSNs [11] . • Availability: Sensor nodes may run out of battery power due to excess computation or communication and become unavailable. It may happen that an attacker may jam communication to make sensor(s) unavailable. The requirement of security not only affects the operation of the network, but is also highly important in maintaining the availability of the network. • Self-Organization: In WSN, every sensor node is independent and flexible enough to be self-organizing and self-healing according to different hassle environments. Due to the random deployment of nodes no fixed infrastructure is available for WSN network management. Distributed sensor networks must be self-organize to support multi-hop routing. They must also be self-organize to conduct key management and building trust relation among sensors. A number of key pre-distribution schemes have been proposed in the context of symmetric encryption [12, 13] . • Time Synchronization: In order to conserve power, an individual sensor node may be turned off periodically. Any security mechanism for WSN should also be time-synchronized.
• Secure Localization: The sensor network often needs location information accurately and automatically. However, an attacker can easily manipulate non secured location information by reporting false signal strengths and replaying signals, etc.
Security Threats and Attacks in WSN
Attackers may devise different types of security threats to make the WSN system unstable. Wireless networks are vulnerable to security attacks due to the broadcast nature of the transmission medium.
Security Threats
According to capability of attacker [14] , threats in WSNs can be classified into the following categories:
• External versus internal attacks: The external attacks come from nodes which do not belong to a WSN. An external attacker or outsider has no access to most cryptographic materials in sensor network. External attacks may cause passive eavesdropping on data transmissions as well as can extend to inject bogus data into the network to consume network resources and raise denial of service (DoS) attack. On the contrary, the internal attacks occur when legitimate nodes of a WSN behave in unintended or unauthorized ways. Internal attacker or insider is an authorized participant in the sensor network who seeks to disrupt operations or exploit organizational assets. • Passive versus active attacks: Passive attacks include eavesdropping or monitoring packets exchanged within a WSN whereas active attacks involve some modifications of the data stream or the creation of a false stream.
• Mote-class versus laptop-class attacks: In mote class (sensor-class) attacks, an adversary attacks a WSN by using a few nodes with similar capabilities as that of network nodes. In laptop-class attacks, an adversary can use more powerful devices like laptop, etc. and can do much more harm to a network than a malicious sensor node. These devices have a greater transmission range, processing power, and energy reserve than the network nodes.
In a sensor network, sensors monitor the changes of specific parameters or values and report to the sink according to the requirement. While sending the report, the information in transit may be attacked to provide wrong information to the base stations or sinks. The weakness in a system security design, implementation, configuration or limitations that could be exploited by attackers is known as vulnerability or flaw.
Security Attacks
Attacks on the computer system or network can be broadly classified [15] as interruption, interception, modification and fabrication.
• Interruption: Interruption is an attack on the availability of the network, for example physical capturing of the nodes, message corruption, insertion of malicious code etc. The main purpose is to launch DoS attacks. • Interception: Interception is an attack on confidentiality. The sensor network can be compromised by an adversary to gain unauthorized access to sensor node or data stored within it. • Modification: Modification is an attack on integrity. Modification means an unauthorized party not only accesses the data but also tampers it. For example, by modifying the data packets being transmitted or causing a DoS attack such as flooding the network with bogus data. The main purpose is to confuse or mislead the parties involved in the communication protocol. This is usually aimed at the network layer and the application layer, because of the richer semantics of these layers. • Fabrication: Fabrication is an attack on authentication. In fabrication, an adversary injects false data and compromises the trustworthiness of the information relayed. This threatens the message authenticity. This operation can also facilitate DoS attacks by flooding the network.
Attacks can also be classified as host-based and network-based attacks.
• Host-based attacks: It is further divided into three types: software compromise, hardware compromise and user compromise. Software compromise involves breaking the software running on the sensor nodes (buffer overflows). Hardware compromise involves tampering with the hardware to extract the program code, data and keys stored within a sensor node. User compromise involves compromising the users of a WSN, e.g., by cheating the users into revealing information such as passwords or keys about the sensor nodes. • Network-based attacks: It has two perspectives: layer-specific compromises and protocol-specific compromises. This includes all the attacks on information in transit. Apart from that it also includes deviating from protocols. Attacker gains an unfair advantage for itself in the usage of the network. In addition, the attacker manifests selfish behaviors i.e., behaviors that deviate from the intended functioning of the protocol. Most of the routing protocols proposed for ad hoc and sensor network are not designed to handle security related issues. Therefore, there is a lot of scope for attacks on them. Different possible attacks on the flow of data and control information can be categorized as in [18] . Two types of attacks in physical layer are (i) jamming and (ii) tampering.
• Jamming: This is one of the DoS attacks in which the adversary attempts to disrupt the operation of the network by broadcasting a high-energy signal. To defense against this attack, use spread-spectrum techniques for radio communication. • Tampering: Sensor networks typically operate in outdoor environments. Due to unattended and distributed nature, the nodes in a WSN are highly susceptible to physical attacks [19] . The physical attacks may cause irreversible damage to the nodes. The adversary can extract cryptographic keys from the captured node, tamper with its circuitry, modify the program codes or even replace it with a malicious sensor.
The link layer is responsible for multiplexing of data streams, data frame detection, MAC, and error control [20] . Attacks at this layer include purposefully created collisions, resource exhaustion, and unfairness in allocation.
• Continuous Channel Access (Exhaustion): A malicious node disrupts the MAC protocol, by continuously requesting or transmitting over the channel. This eventually leads a starvation for other nodes in the network with respect to channel access. One of the countermeasures to such an attack is rate limiting to the MAC admission control such that the network can ignore excessive requests. The second technique is to use time division multiplexing. • Collision: This is very much similar to the continuous channel attack. A collision occurs when two nodes attempt to transmit on the same frequency simultaneously. When packets collide, a change will likely occur in the data portion, causing a checksum mismatch at the receiving end. The packet will then be discarded as invalid. • Unfairness: Repeated application of these exhaustion or collision based MAC layer attacks or an abusive use of cooperative MAC layer priority mechanisms, can lead into unfairness. This kind of attack is a partial DOS attack, but results in marginal performance degradation. One major defensive measure against such attacks is the usage of small frames, so that any individual node seizes the channel for a smaller duration only. • Denial of Service (DoS): Denial of Service (DoS) [21, 22] The network layer of WSNs is vulnerable to the different types of attacks such as: spoofed routing information, selective packet forwarding, sinkhole, sybil, wormhole, hello flood, acknowledgment spoofing etc.
• Spoofed, altered, or replayed routing information: This is the most common direct attack against a routing protocol. This attack targets the routing information exchanged between the nodes. Adversaries may be able to create routing loops, attract or repel network traffic, extend or shorten source routes, generate false error messages, partition the network, and increase end-to-end latency. The standard solution for this attack is authentication. i.e., routers will only accept routing information from valid routers. • Selective forwarding: In a multi-hop network like a WSN, all the nodes need to forward messages accurately. An attacker may compromise a node in such a way that it selectively forwards some messages and drops others [24] . • Sybil Attack: In this attack, a single node presents multiple identities to all other nodes in the WSN. This may mislead other nodes. Hence, routes believed to be used by disjoint nodes with respect to node that can have the same adversary node. A countermeasure to Sybil attack is the use of a unique shared symmetric key for each node with the base station. Sybil attack is defined as a malicious device illegitimately taking on multiple identities. In Sybil attack [25] , an adversary can appear to be in multiple places at the same time. In other words, a single node presents multiple identities to other nodes in the sensor network either by fabricating or stealing the identities of legitimate nodes.
• Sinkhole attack: By sinkhole attack, the adversary tries to attract nearly all the traffic from a particular area through a compromised node. A compromised node which is placed at the centre of some area creates a large "sphere of influence", attracting all traffic destined for a base station from the sensor nodes. The attacker targets a place to create sinkhole where it can attract the most traffic, possibly closer to the base station so that the malicious node could be perceived as a base station. • HELLO flood attack: Many protocols require nodes to broadcast HELLO packets for neighbor discovery, and a node receiving such a packet may assume that it is within (normal) radio range of the sender. A laptop-class attacker with large transmission power could convince every node in the network that the adversary is its neighbor, so that all the nodes will respond to the HELLO message and waste their energy. We can prevent this attack by verifying the bi-directionality of local. Another way to prevent the HELLO flood attack is the use of authenticated broadcast protocols. • Wormhole: A wormhole is low latency link between two portions of a network over which an attacker replays network messages [24] . This link may be established either by a single node forwarding messages between two adjacent but otherwise nonneighboring nodes or by a pair of nodes in different parts of the network communicating with each other. The latter case is closely related to sinkhole attack as an attacking node near the base station can provide a one hop link to that base station via the other attacking node in a distant part of the network. • Acknowledgement spoofing: Several sensor network routing algorithms rely on implicit or explicit link layer acknowledgements. Due to the inherent broadcast medium, an adversary can spoof link layer acknowledgments for "overheard" packets addressed to neighboring nodes. Protocols that choose the next hop based on reliability issues are susceptible to acknowledgments spoofing. This results in packets being lost when travelling along such links • Sniffing attack: Sniffing attack is a good example of interception or listen-in channel attack. In this attack an adversary node is placed in the proximity of the sensor grid to capture data. The collected data is transferred to the intruder by some means for further processing. Sniffing attacks can be prevented by using proper encryption techniques for communication.
The attacks that can be launched on the transport layer in a WSN are flooding attack and de-synchronization attack.
• Flooding: An attacker may repeatedly make new connection requests until the resources required by each connection are exhausted or reach a maximum limit. It produces severe resource constraints for legitimate nodes. One proposed solution to this problem is to require that each connecting client demonstrates its commitment to the connection by solving a puzzle. As a defense against this class of attack, a limit can be put on the number of connections from a particular node. • De-synchronization: De-synchronization refers to the disruption of an existing connection [23] . An attacker may, for example, repeatedly spoof messages to an end host causing the host to request the retransmission of missed frames.
There are also other attacks like energy drain attack, black hole attack, homing and node replication attacks.
• Energy drain attacks: is battery powered and dynamically organized. It is difficult or impossible to replace/recharge sensor node batteries. Because there is a limited amount of energy available, attackers may use compromised nodes to inject fabricated reports into the network or generate a large amount of traffic in the network. • Black-hole attack: The black hole attack positions a node in range of the sink and attracts the entire traffic to be routed through it by advertising itself as the shortest route. • Homing: Another interesting type of attack is homing. In a homing attack, the attacker looks at network traffic to deduce the geographic location of critical nodes, such as cluster heads or neighbors of the base station. The attacker can then physically disable these nodes. • Node replication attacks: This is an attack where the attacker tries to mount several nodes with the same identity at different places of the existing network. There are two methods for mounting this attack. In the first method, the attacker captures one node from the network, creates clones of a captured node and mounts in different places of the network. In the second method, an attacker may generate a false identification of a node then makes a clone out of this node and mounts in different places of the network.
Depending on the network architecture and information used while taking routing decision, routing protocol in WSNs can be classified into flat-based routing, hierarchical-based routing, location-based routing, and network flow or quality of service (QoS) aware routing. In Table  2 , we summarize the class of routing protocols and possible attacks.
Security Solutions for WSN and Future Research Area
In this section, defense mechanisms for combating various types of attacks on WSNs will be discussed.
Cryptography
To achieve security in WSNs, it is important to be able to perform various cryptographic operations, including encryption, authentication, and so on. Selecting the appropriate cryptographic method for sensor nodes is fundamental to provide security services in WSNs and communication capability of the sensor nodes. Since, sensor nodes usually have severely constrained, asymmetric cryptography is often too expensive for many applications. Thus, a promising approach is to use more efficient symmetric cryptographic alternatives. Security protocols for sensor networks (SPIN) was proposed by Adrian Perrig et al., [34] . SPINs has two secure building blocks: (a) sensor network encryption protocol (SNEP) and (b) μTESLA. SNEP provides data confidentiality, two-party data authentication, and data freshness. μTESLA provides authenticated broadcast for severely resource-constrained environments. Recent studies on public key cryptography have demonstrated that public key operations may be practical in sensor networks. Most current symmetric key schemes for WSNs aim at link layer security for one-hop communications, but not the transport layer security for multi hop communications. It is unlikely for each node to store a transport layer key for each of the other nodes in a network due to the huge number of nodes. Proving the authenticity of public keys is another important problem. [33] no no yes yes yes yes no yes yes yes yes yes
Public key algorithms such as RSA are computationally intensive and usually execute thousands or even millions of multiplication instructions to perform a single-security operation. Brown et al found that a public key algorithm such as RSA, which exposes a vulnerability to DoS attacks [35] . Recent studies have shown that it is feasible to apply public key cryptography to sensor networks by using the right selection of algorithms and associated parameters, optimization, and low power techniques [36] . The investigated public key algorithms include Rabin's Scheme [37] , RSA [38] , and Elliptic Curve Cryptography (ECC) [39, 40] . The limitation of private key operation occurring only at a base station makes many security services using public key algorithms not available under these schemes. Such services include peer-to-peer authentication and secure data aggregation. Most of the public key cryptographic mechanisms are computationally expensive. So, most of the research studies for WSNs focus on use of symmetric key cryptographic techniques. Symmetric key cryptographic mechanisms use a single shared key between the two communicating hosts which is used both for encryption and decryption. However, one major challenge for deployment of symmetric key cryptography is how to securely distribute the shared key between the two communicating hosts. This is a non-trivial problem since pre-distributing the key may not always be feasible. Selecting the appropriate cryptographic method for sensor nodes is fundamental to provide security services in WSNs. However, the decision depends on the computation and communication capability of the sensor nodes. Five popular encryption schemes such as RC4 [41] , RC5 [42] , IDEA [41] , SHA-1 [43] and MD5 [41, 44] were evaluated on six different microprocessors ranging in word size from 8-bit to 32-bit widths in [45] . Symmetric key cryptography is superior to public key cryptography in terms of speed and low energy cost. However, the key distribution schemes based on symmetric key cryptography are not perfect. Efficient and flexible key distribution schemes need to be designed.
Key Management Protocols
The area that has received maximum attention of the researchers in WSN security is key management. Key management is a core mechanism to ensure security in network services and applications in WSNs. The goal of key management is to establish the keys among the nodes in a secure and reliable manner. Depending on the underlying network structure, the key management protocols in WSNs may be centralized or distributed. In a centralized key management scheme, there is only one entity that controls the generation, re-generation, and distribution of keys. This entity is called key distribution center (KDC). Generally speaking, the problem of key management in WSN can be decomposed into the following subproblems:(1) Key pre-distribution, (2) Neighbor discovery, (3) End-to-end path-key establishment, (4) Isolating aberrant nodes, (5) Re-keying, (6) Key-establishment latency. In Table 3 , we summarize the classification of key management protocols.
In key pre-distribution, a big issue is how to load a set of keys (called key ring) into the limited memory of each sensor. The key management protocols for WSNs may be classified on the probability of key sharing between a pair of sensor nodes. Depending of this probability the key management schemes may be either deterministic or probabilistic. Localized encryption and authentication protocol (LEAP) [46] is a key management protocol for sensor networks. It is designed to support in-network processing and secure communications in sensor networks. LEAP provides the basic security services such as confidentiality and authentication. Four types of keys are established for each node: (i) an individual key shared with the base station (pre-distributed), (ii) a group of key shared by all the nodes in the network (pre-distributed), (iii) pair-wise key shared with immediate neighbor nodes, and (iv)a cluster key shared with multiple neighbor nodes. The pair-wise keys shared with immediate neighbor nodes are used to protect peer-to-peer communication and the cluster key is used for local broadcast. Most of the key management protocols for WSNs are probabilistic and distributed schemes. In Table 4 , we summarize the security schemes for wireless sensor WSNs with major features.
Eschenauer and Gligor have proposed a random key pre-distribution scheme for WSNs that relies on probabilistic key sharing among nodes of a random graph [32] . The mechanism has three phases: key pre-distribution, shared key discovery, and path key establishment. Hwang and Kim in [33] , improved the basic random key management protocol [32] by reducing the amount of key-related materials required to be stored in each node, while guaranteeing a certain probability of sharing a key between two nodes. Hwang et al., extended the basic random key management scheme and proposed a cluster key grouping scheme [50] . They further analyzed the trade-offs involved between energy, memory, and security robustness. In the location-based key pre-distribution (LBKP) scheme [51] , the entire WSN is divided into many square cells. After deployment, any two neighbor nodes can establish a pair wise key if they have shares of the same polynomial. 
Defense against DoS Attacks
Various types of DoS attacks in WSNs have been discussed in Section 3. Jamming attack may be defended by employing variations of spread-spectrum communication such as frequency hopping and code spreading [23] . A typical defense against collision attack is the use of error correcting codes [23] . Most of the codes work best with low levels of collisions such as those caused by environmental or probabilistic errors. A possible solution for energy exhaustion attack is to apply a rate limiting MAC admission control. This would allow the network to ignore those requests that intend to exhaust the energy reserves of a node. A second technique is to use time division multiplexing. A possible defense against desynchronization attack on the transport layer is to enforce a mandatory requirement of authentication of all packets communicated between nodes. 
Secure Data Aggregation
Since WSNs are energy constrained and bandwidth limited, reducing communications between sensors and base stations has a significant effect on power conservation and bandwidth utilization. Aggregated sensor networks serve this purpose. Data aggregation (or data fusion) is a process in which intermediary nodes called "aggregators" collect the raw sensed information form sensor nodes, process it locally, and forward only the result to the end-user. This important operation essentially reduces the amount of transmitted data on the network and thus prolongs its overall lifetime [52] . An active adversary can forge, the home server to accept false aggregation results (Stealthy attacks), which are very much different from the actual results determined by the measured values [16] . Multicasting and broadcasting techniques are used primarily to reduce the communication and management overhead of sending a single message to multiple receivers. In order to ensure that only legitimate group members receive the multicast and broadcast communication, appropriate authentication and encryption mechanisms must be in place.
Intrusion Detection
The problem of intrusion detection is very important in the case of WSNs. Traditional approaches which do an anomaly analysis of the network at a few concentration points, are expensive in terms of network's memory and energy consumption. So, there is a need for decentralized intrusion detection [53] . Wang et al., proposed a scheme to detect whether a node is faulty or malicious with the collaboration of neighbor nodes [54] . It is very difficult to integrate intrusion detection techniques into a uniform hardware platform due to cost and implementation considerations [55] . Zhu et al., proposed an interleaved hop-by-hop authentication (IHOP) scheme in [56] . Many techniques have been used to design intrusion detection schemes (IDS) for WSN. Here we give a comparison between most popular IDS schemes [57] .
Secure Routing
In Table 5 , we compare the different intrusion detection system with their relative advantages and disadvantages. There are a lot of approaches to ensure routing security [14, 15] . The goal of a secure routing protocol for a WSN is to ensure the integrity, authentication, and availability of messages. Secure routing is vital to the acceptance and use of sensor networks for many applications. In [58] , the authors define the security attributes of routing protocols in WSNs so that the attackers cannot achieve their goals. Security attributes are the mechanisms that allow the routing protocols to defend against the possible threats in the whole network. The authors in [14] , proposed security goals for routing in sensor networks and presents the detailed security analysis of all the major routing protocols as well as energy conserving topology maintenance algorithms for sensor networks. Most current proposals are suitable for static WSNs. Though some secure routing algorithms are proposed based on hierarchical sensor networks, most of these studies did not show the different effects such as energy consumption, security for different cluster size.
Secure Localization
In a WSN, sensors can be randomly distributed in order to collect data from a site. Knowledge of the position of the sensing nodes in a WSN is an essential part of many sensor network operations and applications. Sensors reporting monitored data need to also report the location where the information is sensed, and hence, sensors need to be aware of their position. The authors in [64] , have described a technique called verifiable multilateration (VM). In multilateration, the position of a device is accurately computed from a series of known reference points. The authors have used authenticated ranging and distance bounding to ensure accurate location of a node. In [65] , the authors have described a scheme called secure range-independent localization (SeRLoC). The scheme is a decentralized range independent localization scheme. 
Trust Management System
A key aspect for WSN is the trust on the behavior of the elements of the network. In [66] , the authors present a classification of trust methods for ad-hoc and sensor networks. Trust evaluation mechanisms in distributed networks, such as MANETs and sensor networks, have been investigated in [67] . It is clear that any trust management system has to be specially designed and prepared for reacting against the particular issues, such as autonomy, decentralization and initialization that can be found in WSN environments. The trust valued of a node is computed based on the cryptographic suite being applied, availability statistics and the packet forwarding information about the node. If computed trust associated with a node falls below a threshold, the node's location is considered insecure and it is avoided in the routing process. 1.Runs at middle-ware of every agent node. Applied for multi hop WSN communication topology. Every node monitors the behavior of the neighbor node like forwarding data time and control frame time and processing time for algorithms.
1. ATSN uses agent nodes with more power, long radio range and large storage space than normal sensor node to perform operations. 2. ATSN work with fixed window and aging is specified by considering the positive outcome from the current window. Weight based trust model [69] 1.The trust is used to eliminate data from malicious node, during data aggregation. 2.The every node is capable enough to compare the 1. The model highly based on synchronism phenomenon. receive data with sensed data duration and develop a weight trust model on it. Beacon based trust model [70] 1. The system was developed on the location information of the node. Quite slow process for huge node network.
1. The beacon Trust model depends on the neighbor reputation table that highly vulnerable to attacks. Different threshold value to develop trust.
In [71] , the authors have proposed a personalized trust model called PET for nodes in a WSN. In [7] , for aggregation of various ratings received from its peer sensor nodes, a comprehensive analytical and inference model of trust has been presented. In Table 6 , we summarize different trust models with major features.
Future Research Area
Although research efforts have been made on cryptography, key management, secure routing, secure data aggregation and intrusion detection in WSNs, there are still some challenges to be addressed. The current cryptography mechanisms, such as authentication, identification, etc. may detect and defend against node compromise in some extent. However, most compromise activities cannot be detected immediately. Designing secure routing that can defend against undetected node compromise is a promising research area. Currently, most proposals only consider security metrics and only a few of them evaluate other metrics. So, metrics, such as QoS (quality of service) need to be considered in addition of security. More elaborate studies are needed to be done in the future for some other security issues including security-energy assessment, data assurance, survivability, trust, end to end security, security & privacy support for data centric sensor networks (DCS) and node compromise distribution. It is very important to study these areas due to a sensor network's special characteristics, such as battery limitation, high failure probability nodes, easier compromised nodes, unreliable transmission media, etc. Until now, there have been only a few approaches available. Therefore, more studies are needed in these areas. Although there are some existing architectures for WSN that partially solve these problems, it is still possible to point out the neglected aspects that can be considered crucial for creating a satisfactory trust system.
Conclusion
We have described the four main aspects of WSN security: obstacles, requirements, attacks and defenses. In this article, we summarize the typical attacks as well as surveyed the literatures on several important security issues relevant to the sensor networks. Our aim is to provide a general overview of the existing WSNs security approaches. Many security issues in WSNs remain open and we expect to see more research activities on these exciting topics in the future.
